Tutoriel HiJackThis

Voici un tutoriel sur une question souvent posée dans le forum Sécurité :

« Comment faire un scan HiJackThis ? »
La réponse en image :

Tout d’abord rendez-vous sur la page http://www.merijn.org et cliquez sur « Download » ,
cliquez ensuite sur HiJackThis.
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Vous voyez maintenant la description du logiciel, cliquez sur le lien pour le télécharger.

HijackThis

@ HijackThis: A general homepage hijackers detector and remover. Initially baze
expanded with a lot of other checks against hijacker tricks. It is continually updated
hijacks. It does not target specific programs/URLs, just the methods used by hijack
sites.

A5 a result, false positives are imminent, and unless you are sure what you're daing
with knowledgable folks before deleting anything.

A rudimentary HijackThis log tutorial by me is available here,

The official HijackThis QuicksStart for posting on the SpywareInfo forums is available

Compatible with: Windows 2000 and newer
Currently at wersion: 2.00 beta

[-> Download from Merijn.org |
-> Download from MajorGeeks
-> Download from TrendMicro

Internet Explorer ou Firefox va vous demander de sauvegarder le fichier, cliquez sur «
Enregistrer le fichier ».


http://forum.tplpc.com/index.php?showforum=5
http://www.merijn.org/

Ouverture de HiJackThis_v2.exe @]

Wous avez choisi d'owvrir

HidackThis_vZ.exe

qui est un fichier de bype @ Toepassing
a partir de ¢ hkkpef fena, meriingorg

Youlez-vous enreqistrer ce fichier 7

annuler |

| Enreqistrer e Fichier |
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Apres ’avoir téléchargé, ce qui ne devrait pas prendre plus de quelques secondes (tout petit
soft), vous voyez une fenétre ou vous devez cliquez « I Accept », ce qui veux dire « j’accepte
» les conditions générales.

TrandMicra HijackThis 3l

Trend Micro End User License Agreement -
Software: HijackThig

Werzion: Engligh/kulti-county

Date: March 2007

m

[MPORTAMT: %OU MUST CAREFULLY READ AMD AGREE TO ALL TERMS AMD
COMDITIONS OF THE FOLLOWING EMD USER LICEMSE AGREEMENT BEFORE
INSTALLIMG OR USING THE 50FTWARE.

THIS AGREEMENT SETS FORTH THE TERMS AND COMDITIONS UNDER WHICH
TREMD MICRO 5 WILLING TO LICENSE THE "SOFTWARE" TO "vOU" A5 AN
INDIMIDUAL USER OR &M ALUTHORIZED REPRESEMTATIVE OF AM EMTITY.

B CLICKING THE "l ACCEPT" BUTTOM BELOW, ¥OU ARE EXPRESSIMNG YOLUR
INTENT TO ENTER IMTO, AWD ARE EMTERIMG IMTO, A BIMDING LEGAL
COMTRACT ["AGREEMENT") BETWEEM ¥OU AND TREND MICRO
INCORPORATED OR OME OF ITS AFFILIATES ["TREMD MICRO"). THE TERMS
AMD COMDITIONS OF THE AGREEMEMT THEMW APPLY TO w¥OUR USE OF THE
SOFTWARE. WE EMCOURAGE ¥OU TO PRINT A COPy OF THE AGREEMENT FOR
OUR RECORDS

O MUST ACCEPT THIS AGREEMENT BEFORE YOU INSTALL OR USE THE
SOFTWARE. IFvOU ARE &AM IMDIMIDUAL, THEW w'OU MUST BE AT LEAST 18
wEARS OLD AMD HawE ATTAIMED THE AGE OF MAJORITY IM THE STATE,
FROVIMCE OR COUNTRY WHERE *0OU LIVE TO EMTER INTO THIS AGREEMENT.
IF¥OU ARE ACQUIRING THE SOFTWARE OM BEHALF OF AW ENTITY, THEM yOU
MUST BE PROPERLY AUTHORIZED TO REPRESEMNT THAT ENTITY AND TO
ACCEPT THIS AGREEMENT OM ITS BEHALF.

O ACCEPT THIS EMD USER LICEMSE BY CLICKIMNG THE "l ACCEFT" BUTTOM
BELOW. IF%'0OU DO WOT AGREE TO THE TERMS OF THIS AGREEMENT, SELECT
" DOMOT ACCEPT". YOU WILL THEM MOT BE PERMITTED TO IMSTALL OR USE
THE SOFTWARE.

| Do Mot Accept | Accept |
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Vous voila maintenant sur la fenétre principale de HiJackThis. Comme on vous le dit sur le
forum cliquez sur « Do a system scan and save a logfile », ce qui veut dire en Frangais «
faire un scan et sauvegarder un log ».



Welcome to HijackThis, This program will scan your PC and generate a log File of
registry and file settings commonly manipulated by malware as well as good
software,

Main Menu

What would waou like ko do?

Do a system scan and save a logfile

Do a system scan only

‘Wiew the lisk of backups

Cpen the Misc Tools seckion

Open online HijackThis QuickStart

Mone af the abowe, just start the program

[v Do nok show this window when I skark HijackThis
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Apreés avoir cliqué, vous verrez une liste de lignes dans la fenétre de HiJackThis et un fichier
.txt ouvert. Il est sauvegardé par défaut sur votre bureau.

hijackrhis

C’est ce qui a dans ce fichier que vous devez copier entierement ([CTRL]+[A]) et le coller
dans votre sujet sur le forum TPLPC ([CTRL]+[V]).

Sur la photo ci dessous vous voyez donc :
1: Les cases a cocher quand on vous dira « cocher XXX lignes » sur le forum

2 : Aprés avoir coché les cases demandées, cliquez sur « Fix checked » en Frangais, «
Arranger coché ».



Below are the resulks of the HijackThis scan, Be careful what wou delete with the 'Fix
checked' buttan, Scan resulks do not determine whether an item is bad or not, The
best thing to do is to ‘AnalyzeThis' and show the log file to knowledgeable Folks,

I |

it - HELMY, \Run: [RTHDCPL] RTHDCPL.EXE
i - HELMY, ARun: [Alemitr] ALCMTREXE
014 - HELMY, ARun: [SkyTel] SkyTel EXE

4 - HELMY, ARun: [iTunesHelper] "C:\Program Files\iTunesiiTunesHelper, exe”
o - HECUY, R [CTRMOR,EXE] CHWINDOW S system 32 ctfron, exe

Irfo on selected ikem. ..

Main Menu |

CLSoftwareiMicrosofth Inkernet ExploreriMain, Stark Page = htkp: ffwis, infornicro, befforurnfuploadinds
21 - HELMYSaftwaredMicrosofth Inkernet ExploreriMain, Defaulk_Page_URL = htkp:) fgo.microsoft, comyFulink) ?Link,
1 - HELMY SaftwaredMicrosofth Inkernet ExploreriMain, Defaulk_Search_URL = htkps) fao.micrasoft, comyFulink) ?Lir
1 - HELMYSoftwareiMicrosofthInternet ExplorerMain, Search Page = http:/fgo.microsoft, comjfrlink/?LinkId=54
00 - HELMY SoftwareiMicrosofth Inkernet ExplorerMain, Start Page = http://go.microsoft, comjfredinky?LinkId=a91¢
1 - HECUYSoftware Microsoft Windows CurrentYersion) Internet Settings, ProxyOverride = *.local
R0 - HKCU Saftware)Microsafth Inkernet Explorer Toolbar, LinksFaolderMame = Koppelingen
=117 - BHD: Snaglt Toolbar Loader - {00C64520-C502-44C8-8409-FCES4ADIC208E - C:Program Filest TechSmitht
07 - BHO: Adobe PDF Reader Link Helper - {06349E9F-C307-4059-E870-784E7D6BEOBS ) - C:\Program FilesiCor
07 - BHO: S3WHelper Class - {761497B6-DEF0-462 C-BREB-D4DAF 1092043 - C\Program Files!Javaljrel. 6,0_01
03 - Toolbar: Snaglk - {8FFSE1S3-AEDE-46ER-BOIE-D2AAEISCABES} - CiProgram Files) TechSmithiSnaglt 813n:
T4 - HELRY, \Run: [avgnt] "CiProgram Fileshantivie PersonalEdition Classichavgnt.exe” min

g - HELMY, ARune [WadeRetro Qutlook Express 2 windows Mail] "C i PROGR &~ 1 GO TOS0~ 1\ WADERE~ 1Y adert

- HECUY, S\ Rung [Skype] "CHProgram Files) SkypeiPhone Skype,exe” fnosplash fminimized

o4 - HEUSYS-1-5-190, \Run: [CTRMOMN,.EXE] W INDOW S, syskem 32 W CTRMOM, EXE (User 'Lokale service”
T - HEUSYS-1-5-200, \Run: [CTRMOMN.EXE] o\ INDOWS, systemI2VWCTRMORN,. EXE (User Mebwerkservice”)
it - HEUISYS-1-5-18, \Run: [CTRMON, EXE] C\WINDOWS system32\ CTEMON, EXE (User 'SYSTEM

m
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Scan & fix stuff Other skuff
AnalvzeThis |
Scan Fix checked Infa... Caonfig. ..
2 Upload ta TrendSecure

add checked to ignorelisk
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Voila ce n’était pas plus compliqué que cela.



